Setting Up A Passkey On Your Phone
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Download the Microsoft Authenticator App and add your
account.

1. Gotothe app store on your device and download the Microsoft Authenticator

Microsoft Authenticator

online identity

#6 in Productivit Utilities [ Microsc

Greater security
across your accounts

2. Once downloaded, click on Add Work or School Account and sign in with your
Hanover credentials
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Ready to add an account?

Secure your accounts with multifactor
authentication.

&= Add work or school account

‘ 82 Scan QR code ‘

Add personal Microsoft account

3. Onceyousignin, this screen should show that your passkey is being created

C

Creating passkey

4. Once the passkey is created and the account is added, you should see this screen.
Click on done and your passkey will be complete
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Account added

You can now sign in or verify using the
following methods.

Passkey
<% Sign in with your face, fingerprint,
or PIN.

How to use your passkey

ADDITIONAL SIGN-IN METHODS

Multifactor authentication
@ Approve a sign-in request on
your phone,

One-time password code
% Use a code generated in
Authenticator.




| already have the Microsoft Authenticator App and want
to add a Passkey.

1. Open Microsoft Authenticator and click on your account
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Your accounts now back up to iCloud
O Authenticator now uses iCloud to
automatically back up your accounts.
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2. Click on Create a Passkey
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WAYS TO SIGN IN OR VERIFY

o Sign-in notifications
Approve a sign-in request on your phone

One-time password code

OTHER WAYS TO SIGN IN
Create a passkey 4—

Set up passwordless sign-in requests

MANAGE

Change password 3
Update security info (&
Review recent activity G

3. Signin to your account
L‘_ _—
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Let's create your passkey

It takes less than a minute to help secure
your account with a passkey. Once set up,
you can sign in faster and more securely
with your face, fingerprint, or PIN. First, sign
in with your carsont@hanover.edu account
to verify your identity.

4. Your Passkey will be created
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Passkey created
You can now use your passkey with
Authenticator. Your passkey is called:
Authenticator - i0S
TO SIGN IN WITH YOUR PASSKEY

87 Select Face, fingerprint, or PIN.

e Make sure Authenticator is turned
on as a passkey provider.

How to use your passkey

How to use the Passkey

You can use the passkey to sigh into your account without using your password. To do this,
click on “Use your face, fingerprint, PIN, or security key instead

HANOVER

COLLEGE
& carsont@hanover.edu

Enter password

Password

Forgot my password

_"Use your face, fingerprint, PIN, or security key instead

A screen will pop up that says Choose a Passkey. Click on iphone, ipad, or android device
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Windows Security

Choose a passkey

EE iPhone, iPad, or Android device

ﬁ Security key

It will then display a QR code on the screen. Open the camera on your phone and aim at the
QR code. Once your camera scans the code, a link should pop up that says “sign in with a
passkey" or "Use passkey". Click the link and it will use your biometrics to sign you in

Windorms Security

Sign in with a passkey

@0 Phona, iPad, or Android device
OX  prsskey for loginmicrosoft.com
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Scan this QR code with your phone or tablet

Cnoose s different passkay

*’;; Sign in with a passkey X

If you decide to enter your password and are asked to authenticate using your Passkey, it is
the same steps as above.
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